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Appendix a



Introduction

The use of technology as a tool and enabler has become an integral part of school and home
life. Cognita is committed to the effective and purposeful use of technology for teaching,
learning and administration and is fully committed to protecting its staff (including contractors
and peripatetic teachers), students, parents and visitors, collectively “stakeholders” from
illegal or harmful use of technology by individuals or groups, either knowingly or unknowingly.

Cognita actively promotes the participation of parents to help the school safeguard the
welfare of students and promote the safe use of technology.

This policy applies to the use of IT equipment, applications and services collectively
“technology” (both on and off-site) that is supplied and/or made available to stakeholders via

the school and/or regional office networks.

A copy of this policy is available on request and posted on the school website.

In the event of a breach of this policy, failure to have read this policy will not be accepted as
a defence by any stakeholder. In such cases, Cognita reserves the right to investigate and
take necessary action.

Policy Purpose






5 Safe Use of Technology


https://www.lightspeedsystems.com/products/lightspeed-filter/
https://www.gov.uk/government/publications/prevent-duty-guidance/prevent-duty-guidance-for-england-and-wales-accessible#:~:text=The%20Prevent%20duty,-13.&text=The%20aim%20of%20Prevent%20is,those%20already%20involved%20in%20terrorism.



https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/guide-to-accountability-and-governance/accountability-and-governance/data-protection-impact-assessments/
https://assets.publishing.service.gov.uk/media/65aa5e42ed27ca001327b2c7/EYFS_statutory_framework_for_group_and_school_based_providers.pdf
https://safety.google/families/
https://saferinternet.org.uk/
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges

6.1.

6.2.

The Right to Use School and Office Network and Equipment

School employees and students will be allocated a username and password for accessing
technology devices and services. They must not allow other individuals to use their account
and shall not share any passwords with anyone.

School email accounts should only be accessed through Cognita’s Microsoft Office 365 or
Google and all other third-party email services are not allowed.


https://cognitaschoolsuk.sharepoint.com/:f:/t/COVID-19NovelCoronavirus/En1wbesutMtLmIpZ04ceuKQBVIySZTBi5qWCONxaMBsQwg?e=apnesh

7.1.

7.2.

Appropriate Use of Technology for Digital Safety

The school provides System and Application Accounts for stakeholders for educational
and administrational purposes.

Stakeholders must not:

7 Allow



accompanying software unless under the written instruction of the SLT
and/or Regional IT.
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7.4.

7.5.

7.6.

7.7.

The school provides technology resources for accessing and storing data and has filtering
systems in place to block access to unsuitable material, wherever possible, to protect the
welfare of stakeholders (further details in Appendix A-Web Filtering Statement).

Stakeholders must not:

 Bypass website filtering systems and/or technology security systems (via “Tor’ browsing,
browser extensions and/or VPNs or similar systems) whilst using school devices whilst on
and/or off-site

I Access or attempt to access data for which they are not authorised
Interfere with digital work belonging to other users
f Share private, sensitive and/or confidential information unless:

=

= they have authority to share

= the method of sharing is secure and does not use identifiers

= the recipient is authorised to receive that information

= there are safeguarding reasons (in which case only the Safeguarding team can
share)

It is the responsibility of technology users when accessing data to be aware of Intellectual
Property rights infringement including copyright, trademark, patent, design and moral rights.

The school endeavours to safeguard and where possible mitigate all Security risks
associated with technology and will engage and collaborate with Regional IT, if required.

Concerns regarding any of the following must be reported to the Head or member of SLT
who will, as required contact the Regional Safeguarding Lead and/or the Regional IT Team
as soon as possible on the same day:

* Access to unsuitable material/content on a school device or on the school
network

e Misuse of technology which has caused harm or abuse to another (or
likely/potential to)-proportionately on a case-by-case basis

e Concerns regarding viruses and other malicious software

e Suspicious emails, links, and/or websites or any other communication

It is the responsibility of all technology users to ensure the Welfare of themselves and others
both on personal and school devices. Stakeholders must not:

I Use their own or the school's technology to bully
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Staff





https://cognitaschoolsuk.sharepoint.com/:b:/t/GlobalCyberSecurityRemediation/EWUs6gSL4NVDlhWw1xDlnh0B8EhK2xYEhJkawiUId4_HqA

13

9.6.

9.7.

10

10.1.

performances/events organised by the school (and clear boundaries will be described).

Parents are asked to be considerate when taking videos or photographs at school events
(with permission — see above 9.5) and are requested not to publish material of other students
in any public forum without the permission of the relevant family.

It is illegal to sell or distribute recordings from events without permission. Any parent who
does not wish for their child to be videoed or photographed at school events by other
attendees must notify the school in advance and in writing.

Use of School Equipment for Personal Use

School devices and IT systems are provided for school work and business purposes only;
should a member of staff decide to use the equipment and/or IT systems for personal use,


https://web.microsoftstream.com/video/34ad6973-b06b-44d3-9b8b-8f7052a7387d
http://www.cognita.com/?e=PSyaOp

14

All concerns and incidents shall be reported to the Cognita Service Desk:
servicedesk@cognita.com or via


https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges

encourage prompt communication with the school so we can offer advice and support.

12.9. The school has a duty to report serious safeguarding concerns related to stakeholders to
the authorities (Social Care/Services) or to the Police, in line with statutory requirements
(see the Safeguarding Policy).

13 Removal of Network Access, Accounts and Devices

13.1. Anyone found breaching the IT Policy may have their network access, account(s) or device
removed and may be subject to further disciplinary action.

13.2. The school and Regional IT

15


https://web.microsoftstream.com/video/34ad6973-b06b-44d3-9b8b-8f7052a7387d
https://www.lightspeedsystems.com/products/lightspeed-filter/?sourcedoc=%7B46280184-081F-4581-9FCC-228D32A951F8%7D&file=Cognita%20Approved%20Third%20Parties%20List.xlsx&action=default&mobileredirect=true&wdsle=0

16

licence/authorisation from the to do so from the owner of the rights

15 Artificial Intelligence (Al)

15.1. Please refer to the Cognita Statement on Artificial Intelligence in Education**

**As of June 2024, this statement is being re-drafted. The Regional IT policy will be updated
following the re-draft and readers will be directed to the statement via a link.

16
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teacher cc’'d into their outgoing email.
**To clarify, students can, and must


https://www.lightspeedsystems.com/media-release/lightspeed-systems-gains-uk-safer-internet-centre-accreditation/
https://www.lightspeedsystems.com/media-release/lightspeed-systems-gains-uk-safer-internet-centre-accreditation/
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19 Appendix C - Related Policies

Europe & United States
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Safequarding and Child Protection Policy

Preventing Radicalisation Policy

Behaviour Policy

Code of Conduct Policy

Personal and Professional Boundaries Policy

Student Charter

Data Protection Policy

Group IT

= —a —a _—a _a

Group Policy - Software (Applications)
Cognita_Password Policy.pdf

Personal and Professional Boundaries Policy
Cognita_Cyber_ Security Policy.pdf

Cognita Safeguarding Systems_Cyber Security Policy

20 Appendix D - Related Online Resources

Department for Education (DfE)

l
l
l
l

Keeping Children Safe in Education (KCSIE)

Meeting digital and technology standards in schools and colleges
Data Protection in Schools

The Prevent Duty



https://www.internetmatters.org/resources/esafety-leaflets-resources/?e=Cr5dQf
https://cognitaschoolsuk.sharepoint.com/:f:/t/COVID-19NovelCoronavirus/EoHlPXuj_UZJggFnLSpQcjgBdlTO73FVnec8IPbkUaeLag?e=XwZt7e
https://cognitaschoolsuk.sharepoint.com/:f:/t/CognitaOnlineLearning/Ei6OxrpVOqhPi8kBVR3bKZEBJ1shVE1HY_szgd8EQJNFsQ?e=WmPWqN
https://cognitaschoolsuk.sharepoint.com/:b:/t/GlobalCyberSecurityRemediation/Ebc1-XqHYDpLrJeoGDC192oBVoBzlmGpiOhezi6kNm62QQ?e=Sace14
https://cognitaschoolsuk.sharepoint.com/teams/COVID-19NovelCoronavirus/Shared%20Documents/Forms/AllItems.aspx?FolderCTID=0x012000531496C3E9AFD245A1998AB3945A3169&id=%2Fteams%2FCOVID%2D19NovelCoronavirus%2FShared%20Documents%2FPolicies%2F1%20%2D%20Policy%20Library%20UK%2F04%2D%20HR%20Policies%2F1%20%2D%20HR%20Policies%2FPersonal%20%26%20Professional%20Boundaries%20Policy%2D2023%2D09%2D01%2Epdf&parent=%2Fteams%2FCOVID%2D19NovelCoronavirus%2FShared%20Documents%2FPolicies%2F1%20%2D%20Policy%20Library%20UK%2F04%2D%20HR%20Policies%2F1%20%2D%20HR%20Policies
https://www.commonsensemedia.org/?ga=1&id=%2Fteams%2FCOVID%2D19NovelCoronavirus%2FShared%20Documents%2FGeneral%2F1%2D2%2D1%20Digital%20device%20guides%2FStudent%20Charter%20%2D%20branded%20by%20school&viewid=b6874d23%2D38d5%2D4da7%2D95d2%2D14dbabec0f08
https://cognitaschoolsuk.sharepoint.com/:b:/t/COVID-19NovelCoronavirus/EUzSd9jJmwhIuFwNzoyiRLoBOPJdcwXVNDgQTIkB6SO5ug?e=vnlpYS
https://www.lightspeedsystems.com/media-release/lightspeed-systems-gains-uk-safer-internet-centre-accreditation/?e=dcrGhE
mailto:servicedesk@cognita.com?e=niWkdc
https://cognitaschoolsuk.sharepoint.com/:b:/t/COVID-19NovelCoronavirus/EZehluyDbFhKvsrBijStpmQBJrX71YIw27HnSWX-EsBqLQ?e=wd2wtC
https://cognitaschoolsuk.sharepoint.com/:x:/r/teams/CognitaOnlineLearning/_layouts/15/Doc.aspx?e=gwud5U
https://cognitaschoolsuk.sharepoint.com/:b:/t/GlobalCyberSecurityRemediation/Edp48m1DI8BKvLtFNiRXv4wBm6gRQCor6t-UaLTc5OjjCg?e=Yrkt47
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://360safe.org.uk/
https://www.gov.uk/guidance/data-protection-in-schools/data-protection-policies-and-procedures
https://cognitaschoolsuk.sharepoint.com/:f:/t/COVID-19NovelCoronavirus/EmEHIjlWIltGgw5xd17AWXEBQfeeu5qRnhPh4cTA_t82YQ
https://www.headstartkernow.org.uk/digital-resilience/
https://lgfl.net/TypesOfHarm/OnlineSafetyAudit
https://cognitaschoolsuk.sharepoint.com/teams/COVID-19NovelCoronavirus/Shared%20Documents/Forms/AllItems.aspx
https://www.ncsc.gov.uk/information/cyber-security-training-schools
https://cognitaschoolsuk.sharepoint.com/:b:/s/GroupIT/Edv6YPjqmO1FjJNw8UD6HVQBUpwFmC-xtk6PXvSmrJxYAA
https://cognitaschoolsuk.sharepoint.com/:f:/t/COVID-19NovelCoronavirus/EheWZV6mM4NGvtlAEgfUGpAB0ZcTqhm9NcMxPirg3whFjQ
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